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Caution:
This consultation draft is intended to facilitate dialogue concerning its contents. Should the decision be made to proceed with the proposal, the comments received during consultation will be considered during the final preparation of the regulation. The content, structure, form and wording of the consultation draft are subject to change as a result of the consultation process and as a result of review, editing and correction by the Office of Legislative Counsel.


CONSULTATION DRAFT



ontario regulation 
To be made under the
Personal Health Information Protection Act, 2004
Amending O. Reg. 329/04
(GENERAL)

	1.  Ontario Regulation 329/04 is amended by adding the following section:

Definitions for the purposes of this Regulation
	1.1  In this Regulation,

“approved digital health resource” means a digital health resource that has been approved in accordance with subsection 25.3 (1); (“ressource numérique approuvée en matière de santé”)

“approved health information custodian” means a health information custodian that provides one or more approved digital health resources; (“dépositaire de renseignements sur la santé approuvé”)

“authentication services” means services that rely upon validation and verification services to seek to establish confidence in an individual’s identity; (“services d’authentification”)

“digital health resource” means a provincially funded health resource that,

	(a)	is provided by a health information custodian for use by individuals, and

	(b)	enables a health information custodian to,

	(i)	use electronic means to collect, use, modify, disclose, transmit, maintain or dispose of personal health information for the purpose of providing health care or assisting in the provision of care, or 

	(ii)	allow individuals to access, use, disclose, maintain or otherwise manage their records of personal health information; (“ressource numérique en matière de santé”)

“Ontario Health Account” means the account created by the Agency for an individual after validation and verification services have confirmed the identity of the individual; (“compte Santé Ontario”)

“Ontario Health Account management services” means the services provided by the Agency that,

	(i)	maintain the confidentiality, integrity or availability of an individual’s Ontario Health Account, or

	(ii)	manage the deactivation, reactivation or disposal of an individual’s Ontario Health Account; (“services de gestion des comptes Santé Ontario”)

“provincially funded health resource” has the same meaning as in subsection 34 (1) of the Act; (“ressource en matière de santé subventionnée par la province”)

“validation and verification services” means services that,

	(a)	seek to validate the health number and additional personal health information from the health card provided by the individual, including by relying upon information stored in the Registered Persons Database or a successor database maintained by the Minister,

	(b)	seek to verify that an individual who is providing the health number or additional personal health information, and such other identifying information as may be requested by the Agency , is the individual to whom the health number or personal health information relates, or

	(c)	rely upon the services described in clauses (a) and (b) to create or renew an individual’s Ontario Health Account. (“services de validation et de vérification”)

	2.  Section 6.1.1 of the Regulation is amended by striking out “Ontario Health” wherever it appears and substituting in each case “the Agency”.

	3.  Section 11 of the Regulation is amended by adding the following subsection:

	(0.1)  The following are prescribed persons for the purposes of clause 34 (2) (b.1) of the Act:

	1.	The Agency or its agents, in respect of the collection or use of health numbers for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services in accordance with this Regulation.

	4.  Section 12 of the Regulation is amended by adding the following paragraph:

	5.	The Agency or its agents may disclose a health number that it has custody or control of for the purpose of providing validation and verification services or authentication services in accordance with this Regulation if,

	i.	the Agency has received the individual’s express consent for the disclosure, as described in section 25.1, and

	ii.	the disclosure is made,

	A.	to the Minister for the purpose of assisting the Agency in providing validation and verification services, or

	B.	to an approved health information custodian for the purpose of providing authentication services in respect of their approved digital health resource.

	5.  Paragraphs 1 and 6.1 of subsection 13 (1) of the Regulation are amended by striking out “Ontario Health” wherever it appears and substituting in each case “The Agency”.

	6.  Paragraph 5 of subsection 18 (1) and subsections 18 (10), (11) and (12) of the Regulation are amended by striking out “Ontario Health” wherever it appears and substituting in each case “the Agency”.

	7.  The Regulation is amended by adding the following sections:

VVAS services — collection, use and disclosure of information
	25.1  (1)  Subject to sections 25.2 to 25.6, the Agency may, with the express consent of the individual to whom the personal health information relates, collect personal health information for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services.

	(2)  Subject to sections 25.2 to 25.6, the Agency may, with the express consent of the individual to whom the personal health information relates and for the purpose of providing validation and verification services or authentication services, disclose personal health information that was collected or used under this section,

	(a)	to the Minister for the purpose of assisting the Agency in providing validation and verification services; or

	(b)	to an approved health information custodian for the purpose of providing authentication services in respect of their approved digital health resource.

	(3)  Subject to sections 25.2 to 25.6, the Agency may, with the express consent of the individual to whom the personal health information relates, use personal health information that was collected or used for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services,

	(a)	to provide validation and verification services; 

	(b)	for the purpose of enabling the Agency to provide authentication services to approved health information custodians in respect of their approved digital health resources; 

	(c)	to provide Ontario Health Account management services;

	(d)	to enable the individual to use the digital means of access referred to in sections 18.1.1 and 18.1.2 of this Regulation to request and receive access to a record of personal health information described in those sections; or

	(e)	to enable the individual to use a digital means of access made available by the Agency when the Agency acts as a prescribed person for the purposes of clause 39 (1) (c) of the Act.

	(4)  The Agency shall

	(a)	in consultation with the Minister, develop a policy about which individuals are eligible for the direct or indirect provision of validation and verification services, authentication services or Ontario Health Account management services from the Agency; and 

	(b)	publish the policy on the Agency’s website.

	(5)  The Agency shall not collect personal health information from or disclose personal health information to a health information custodian for the purpose of providing validation and verification services, authentication services or Ontario Health Management services unless,

	(a)	the health information custodian is an approved health information custodian that has entered into an agreement that complies with the requirements in paragraph 2 of subsection 25.3 (3); or

	(b)	the health information custodian is the Minister and the disclosure is for the purpose of providing validation and verification services.

	(6)  Except as otherwise required by law, the Agency shall not, in providing validation and verification services, authentication services or Ontario Health Account management services,

	(a)	collect, use or disclose personal health information if other information will serve the purpose of the collection, use or disclosure;

	(b)	collect, use or disclose more personal health information than is reasonably necessary to meet the purpose of the collection, use or disclosure;

	(c)	collect, use or disclose any personal health information, except as is reasonably necessary for the purpose of providing validation and verification services, or authentication services or Ontario Health Account Management services, as applicable, in accordance with this Regulation, or

	(d)	use or disclose an Ontario Health Account for any purpose other than a purpose set out in this section.

VVAS services — consent
	25.2  (1)  The provisions of the Act that relate to consent apply to any consent required under section 25.1 as if the Agency were a health information custodian, subject to any necessary modifications and to the requirement that the consent must be express.

	(2)  An individual may withdraw a consent required under section 25.1 by providing notice of their withdrawal to the Agency, but the withdrawal shall not have retroactive effect.

	(3)  The Agency shall ensure that an individual’s Ontario Health Account is disposed of in a secure manner within 30 days after the date the Agency is notified of the withdrawal of the individual’s consent and shall notify the individual of the secure disposal.

	(4)  The Agency shall ensure that an Ontario Health Account that has been inactive for two or more years is disposed of in a secure manner.

VVAS services — approval
	25.3  (1)  The Agency may, in consultation with the Minister and in accordance with the eligibility criteria and approval process described in subsection (2), approve a digital health resource provided by a health information custodian.

	(2)  The Agency shall, in consultation with the Minister, create eligibility criteria and a process for the approval of digital health resources and publish them on the Agency’s website.

	(3)  The eligibility criteria and approval process described in subsection (2) must require the following:

	1.	The health information custodian seeking approval of the digital health resource must submit the following assessments to the Agency for review:

	i.	The threats, vulnerabilities and risks to the security and integrity of personal health information that would be collected or used if the digital health resource were approved.

	ii.	How approving the digital health resource may affect the privacy of individuals whose information would be disclosed through the digital health resource.

	2.	The health information custodian seeking approval of the digital health resource must have an agreement with the Agency that includes the following:

	i.	A description of the authentication services that the Agency is required to provide to the approved health information custodian through the approved digital health resource.

	ii.	A description of the administrative, technical and physical safeguards that the Agency will implement to preserve the confidentiality and security of any personal health information that will be disclosed by the Agency in providing authentication services.

	iii.	A description of the approved digital health resource and the personal health information that will be collected by the approved digital health resource.

	iv.	A description of the administrative, technical and physical safeguards of the digital health resource.

	v.	An agreement by the health information custodian that all personal health information collected in the course of receiving authentication services from the Agency shall only be used by the health information custodian in respect of the approved digital health resource.

	(4)  An agreement described in paragraph 2 of subsection (3) with an approved health information custodian may be,

	(a)	made in respect of one or more approved digital health resources that are provided by the custodian;

	(b)	included as part of an agreement that addresses other matters not listed in that paragraph; and

	(c)	amended after the agreement has been made to reflect any newly approved digital health resources.

	(5)  Every approved health information custodian that collects personal health information from the Agency through an approved digital health resource shall only use that personal health information,

	(a)	in respect of the approved digital health resource as permitted by law; or

	(b)	as otherwise required by law.

	(6)  An approved health information custodian may only disclose an Ontario Health Account where required by law.

	(7)  An approved health information custodian shall not permit any person acting on its behalf to access the personal health information that it collected in the course of receiving authentication services unless the person agrees to comply with the restrictions and conditions that apply to the approved health information custodian when it receives authentication services.

VVAS services — Persons acting on behalf of the Agency
	25.4  (1)  The Agency shall not permit any person acting on its behalf, including an agent or a service provider, to access or otherwise deal with the personal health information that the Agency collected or used in the course of providing validation and verification services, authentication services or Ontario Health Account management services unless the person agrees to comply with the restrictions and conditions that apply to the Agency when the Agency provides those services.

	(2)  Subject to subsection (1), the Agency may provide personal health information it collected in the course of providing validation and verification services, authentication services or Ontario Health Account management services to an agent of the Agency who may use it to provide those services on behalf of the Agency.

	(3)  Section 17 of the Act applies to the Agency and its agents as if the Agency were a health information custodian, subject to any necessary modifications.

	(4)  In this section,

“agent” means a person that, with the authorization of the Agency, acts for or on behalf of the Agency in respect of personal health information for the purposes of the Agency, and not the agent’s own purposes, whether or not the agent has the authority to bind the Agency, whether or not the agent is employed by the Agency and whether or not the agent is being remunerated.

VVAS services — Agency privacy and security requirements
	25.5  (1)  The Agency shall take steps that are reasonable in the circumstances to ensure that,

	(a)	the personal health information that the Agency collected or used for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services is protected against theft, loss and unauthorized use or disclosure; and 

	(b)	the records containing the personal health information are protected against unauthorized copying, modification or disposal.

	(2)  If the Agency determines that personal health information collected or used by the Agency for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services has been stolen, lost or used or disclosed without authority, the Agency shall, at the first reasonable opportunity, notify,

	(a)	the individual to whom the personal health information relates, including in the notice a statement that the individual is entitled to make a complaint to the Commissioner under Part VI of the Act; and 

	(b)	any health information custodian that has collected the relevant personal health information in respect of their approved digital health resource.

	(3)  In providing validation and verification services, authentication services or Ontario Health Account management services, the Agency shall,

	(a)	before collecting an individual’s personal health information for the purpose of creating or renewing the individual’s Ontario Health Account, provide the individual with a plain language description of the Agency’s validation and verification services, authentication services and Ontario Health Account management services, including a general description of safeguards to protect against breaches; and

	(b)	make available to the public,

	(i)	a plain language description of the Agency’s validation and verification services, authentication services and Ontario Health Account management services,

	(ii)	a description of how to contact with Agency concerning general inquiries about validation and verification services, authentication services and Ontario Health Account management services,

	(iii)	a description of how to submit a complaint to the Agency or the Commissioner,

	(iv)	a general description of the safeguards the Agency has implemented, and

	(v)	notice that an Ontario Health Account that has not been used for two years shall be deemed to be inactive and shall be securely disposed of.

	(4)  The Agency shall notify the Commissioner of the theft or loss or of the unauthorized use or disclosure of personal health information it has collected or used for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services in any of the following circumstances:

	1.	The Agency has reasonable grounds to believe that the personal health information was used or disclosed without authority by a person who knew or ought to have known that they were using or disclosing the information without authority.

	2.	The Agency has reasonable grounds to believe that the personal health information was stolen.

	3.	The Agency has reasonable grounds to believe that, after an initial loss or unauthorized use or disclosure of the personal health information, the personal health information was or will be further used or disclosed without authority.

	4.	The loss or unauthorized use or disclosure of the personal health information is part of a pattern of similar losses or unauthorized uses or disclosures of personal health information in the custody or control of the Agency.

	5.	The Agency determines that the loss or unauthorized use or disclosure of the personal health information is significant after considering all relevant circumstances, including the following:

	i.	Whether the loss or unauthorized use or disclosure involved a large volume of personal health information.

	ii.	Whether the loss or unauthorized use or disclosure involved many individuals’ personal health information.

	(5)  The Agency shall assess the validation and verification services, authentication services and Ontario Health Account management services it provides at the times specified in subsection (4) with respect to the following:

	1.	The threats, vulnerabilities and risks to the security and integrity of the personal health information collected, used and disclosed in providing the validation and verification services, authentication services and Ontario Health Account management services, as applicable.

	2.	How the Agency’s validation and verification services, authentication services and Ontario Health Account management services may affect the privacy of the individuals to whom the information relates.

(6)  The Agency shall perform the assessments at the following times:

	1.	Before the Agency first begins to collect, use and disclose personal health information for the purpose of providing validation and verification services, authentication services and Ontario Health Account management services. 

	2.	Before a significant change is made to the Agency’s validation and verification services, authentication services and Ontario Health Account management services.

	3.	Whenever a new significant threat to the Agency’s validation and verification services, authentication services and Ontario Health Account management services is identified.

	4.	Before the second anniversary of the day this section came into force and at least once within every two-year period after that day.

	(7)  The Agency shall audit and monitor the electronic records that it is required to keep for the purpose of providing validation and verification services or authentication services.

	(8)  The Agency shall keep an electronic record of all instances where all or part of the personal health information that it collected or used for the purpose of providing validation and verification services, authentication services or Ontario Health Account management services is viewed, handled, used, collected, disclosed or otherwise dealt with, and ensure that the record identifies the following:

	1.	The individual to whom the information relates.

	2.	The type of information that is viewed, collected, disclosed, handled or otherwise dealt with.

	3.	All persons who have viewed, handled, used, collected, disclosed, handled or otherwise dealt with the information.

	4.	The date, time and location of the viewing, collecting, disclosing, handling or dealing with of the information.

VVAS services — safeguards, practices and procedures
	25.6  (1)  The Agency shall put in place and comply with administrative, technical and physical safeguards, practices and procedures to,

	(a)	protect both the privacy of the individuals in relation to whose personal health information it provides services and the confidentiality of such information; and

	(b)	permit the Agency to comply with sections 25.1 to 25.5.

	(2)  The Agency may consult with the Commissioner on the safeguards, practices and procedures in a manner that the Agency and the Commissioner mutually consider appropriate in the circumstances.

Commencement
	8.  [Commencement]

