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[bookmark: _Toc179440828]Introduction
This posting on Ontario’s Regulatory Registry is to consult on regulatory proposals regarding requirements placed on consumer reporting agencies. Consumer reporting agencies (often called credit bureaus) create and maintain consumer reports by collecting information from various sources, such as banks, credit card companies, mortgage companies and other creditors. These agencies are regulated under the Consumer Reporting Act (CRA or “the Act”), which is an important statute in Ontario’s consumer protection framework.
[bookmark: _Hlk155254349]The CRA was amended in December 2023. While some of the amendments came into force upon Royal Assent of the Better for Consumers, Better for Businesses Act, 2023 (BCBBA), such as the amended inspection provisions and the authority of the Registrar to establish written policies regarding the interpretation, administration, and enforcement of the Act, other amendments are to come into force upon proclamation. These include requirements pertaining to security freezes, consumer score disclosures and explanatory statements. 
The Ministry of Public and Business Service Delivery and Procurement (the ministry) is developing proposed regulations to bring the CRA’s unproclaimed legislative changes into force. The new rules would come into force on a date set by proclamation of the Lieutenant Governor. 
This consultation paper sets out the proposed regulatory requirements to support the implementation of the Act and seeks feedback on those proposals from the public, consumer reporting agencies, businesses, and other stakeholders from October 10 to November 25, 2024.
[bookmark: _Toc118276695][bookmark: _Toc119510208][bookmark: _Toc124256036][bookmark: _Toc179440829]Privacy Statement 
Please note that unless agreed otherwise by the ministry, all submissions received from organizations in response to this consultation will be considered public information and may be used, disclosed, and published by the ministry to help the ministry in evaluating and revising its proposal. This may involve releasing any response received to other interested parties. The ministry will consider an individual showing an affiliation with an organization to have given their response on behalf of that organization. 
Responses from individuals who are not affiliated with an organization will not be considered public information. The ministry may use and disclose responses from individuals to help evaluate and revise the proposal. The ministry may also publish responses received from individuals. Should the ministry use, disclose, or publish individual responses, the ministry will not disclose any personal information such as an individual's name and contact details without the individual’s prior consent, unless required by law. The ministry may use an individual’s provided contact information to follow up with and clarify responses.
If you have any questions about the collection of this information, please contact the ministry by email at consumerpolicy@ontario.ca.

[bookmark: _Toc179440830]How to Participate
The ministry welcomes responses to the questions in this consultation paper and any additional comments or suggestions to implement the CRA amendments. 
Feedback will help to enhance the Act by enabling Ontarians to benefit from additional tools and protections that better protect their personal and credit information.
Responses to questions and additional comments can be included in the text boxes provided throughout the document. There is no word limit on any responses. Please provide examples or evidence to support your suggestions, where possible. 
A summary list of all the consultation questions found throughout this paper is provided in the Appendix.   
You may download this paper and submit your completed responses by November 25,  2024. You may also submit comments by email to consumerpolicy@ontario.ca or by mail to: 
Consumer Reporting Act Regulatory Consultation 
Manager, Consumer Policy Unit
Ministry of Public and Business Service Delivery and Procurement
56 Wellesley Street West – 6th Floor
Toronto, ON, M7A 1C1

Please provide your name and contact information, including an email address.
Name/Organization (if applicable)

Contact Information


Please check a box to indicate whether you are commenting primarily as a:
☐ Consumer Reporting Agency
☐ Third Party/Business
☐ Consumer/Consumer Association
☐ Academic
☐ Legal Organization
☐ Other – You may enter your answer here
Thank you for taking the time to review this paper. If you have any questions about this consultation, please email consumerpolicy@ontario.ca.













[bookmark: _Toc179440831]Regulatory Development
The ministry is considering specific rules that would implement new requirements for consumer reporting agencies to provide consumer reports, consumer scores, security freezes and public information. The paper contains plain language descriptions of the topics covered by the regulatory proposals, which may differ from the language that appears in the final regulations. Your response to the questions will help inform the development of regulations under the Consumer Reporting Act.
The regulatory proposals contained within this consultation paper are the only items the ministry is currently considering. If you have additional comments or feedback, there is a general question at the conclusion of the paper where you may include further thoughts outside the scope of the proposals.
[bookmark: _Toc179440832]Application of Certain Requirements 
The 2023 amendments to the Act, once in force, would allow the ministry to prescribe, in regulation, which consumer reporting agencies would be subject to certain requirements. Some legal requirements may pose an administrative burden for some of the smaller, more niche consumer reporting agencies, while providing minimal consumer benefit. Consideration is being given as to which requirements would apply to specific consumer reporting agencies.
The Act requires that prescribed consumer reporting agencies:
· generate and disclose consumer scores, 
· publish information pertaining to consumer scores, 
· provide for the placement, suspension, and termination of security freezes, 
· publish information pertaining to alerts and security freezes on their respective websites. 
Equifax and TransUnion represent the largest consumer reporting agencies in both Ontario and Canada. These organizations conduct significant business with credit grantors and hold a large number of consumer records. The ministry is proposing to prescribe both Equifax and TransUnion by name for the purposes of complying with some of these requirements. 
Below you have an opportunity to provide input on whether only certain agencies must abide by these requirements. 


[bookmark: _Toc179440833]Consumer Reports and Scores
Consumer reports (often called credit reports) are explanations, either written or oral, of a consumer’s credit and personal information. They are one of the key tools that credit grantors, such as banks and credit card companies, use to decide whether to extend credit. Credit reports include credit history (e.g., payments to creditors), identifying personal information (e.g., name, date of birth and Social Insurance Number), and public records, among other items. 
The Act defines “consumer score” (often called “credit score”) to mean a score, grade or value assigned to a consumer that is generated from information about the consumer maintained by a consumer reporting agency. This definition would come into force upon proclamation.
[bookmark: _Hlk177454778][bookmark: _Toc179440834]Requesting a Consumer Report or Score 
Once the amendments come into force, the Act would allow consumers to access their consumer report electronically for free once per month. The Act would also allow consumers to access their electronic consumer score from prescribed agencies for free once per month. 
When requesting a report or score, the Act would require that consumers provide agencies with any identification the agency requires to verify the consumer’s identity. The Act would also require that consumers note their preferred method by which to receive their report or score (e.g., electronically, via telecommunication or by mail) in their request. 
Currently, the Act allows consumers to request a free consumer report. Until the amendments come into force, the Act does not require agencies to provide consumers with electronic copies of their reports and does not regulate the disclosure of scores to consumers.  
Once the amendments to the Act come into force, consumer reporting agencies will be required to deliver the requested information to the consumer on or before the day that is two business days after the consumer provides the identification needed by the consumer reporting agency. 
If the consumer requests that the disclosure be made by non-electronic means (e.g., via telecommunication or by mail), the ministry is proposing that the report or score be sent to the consumer within a reasonable time. 
Question 1: Do you have any concerns with the timelines? 
☐ Yes
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 2: All consumer reporting agencies registered under the Act will be required to provide consumer reports electronically. Do you have any concerns about identity confirmation and the sharing of credit information electronically? 
☐ Yes
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440835]Additional Consumer Reports or Scores 
Once the amendments come into force, the Act would allow consumers to access their consumer report electronically for free once per month, or twice per year for free if the consumer requests disclosure by any other method such as phone or mail. The Act would also allow consumers to access their electronic consumer score from prescribed agencies for free once per month, or twice per year if the consumer requests disclosure by any other method. Currently under the Act, agencies are not required to provide consumer reports electronically or to provide consumer scores. 
[bookmark: _Toc179440836]Regulatory Proposal
[bookmark: _Hlk174269777]The ministry is proposing that consumer reporting agencies may charge a maximum fee of $5 to process any requests for additional disclosures of reports and scores more frequently than once-per-month electronically and twice-per-year non-electronically. 
Question 3: Do you have any concerns with the proposed $5 fee for each additional consumer request for electronic reports or reports and scores (over and above the free once-per-month electronic and twice-per-year non-electronic report or report and score requests)?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440837]Public Information on Consumer Scores
The amendments to the Act, once in force, would expand on the existing requirements for consumer reporting agencies to provide consumers with certain information when they request their consumer report or score. This information would include: the sources of credit information, contact information of any person on whose behalf the consumer’s file has been accessed within the three-year period preceding the request, and the name and contact information of any person to whom the agency provided a consumer report within the one-year period preceding the request. 
Prescribed consumer reporting agencies would also be required to disclose information pertaining to the consumer score when requested by the consumer. This would include the range of possible consumer scores, the primary factors used by the agency to generate the score, and the date the score was generated. 
The Act also allows the ministry to require prescribed consumer reporting agencies to publish certain information on their websites about consumer scores, which would assist consumers in understanding the purpose and use by creditors of their consumer score. The public information requirements for consumer scores would be prescribed in regulation.
[bookmark: _Toc179440838]Regulatory Proposal
The ministry is proposing that prescribed consumer reporting agencies publish the following information on their websites with respect to consumer scores: 
1. What a consumer score is.
2. The primary factors used by the agency to generate a consumer score.
3. Which consumer behaviours or actions affect a consumer score.
4. Why there are multiple consumer scores.
5. A disclaimer that consumer scores may differ between consumer reporting agencies. 
Question 4: Do you think requiring prescribed consumer reporting agencies to publish information pertaining to consumer scores on their websites will be useful to consumers? Is there other information that prescribed consumer reporting agencies should publish on their websites about consumer scores?
☐ Yes 
☐ No  
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 5: Are there any concerns that agencies have about providing this information on their websites?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440839]Consumer Scores   
Amendments to the Act, once in force, would require prescribed consumer reporting agencies to generate and disclose to a consumer their consumer score. Prescribed consumer reporting agencies would be required to use a method to generate the consumer’s score that is similar to the method that the consumer reporting agency would most commonly use if a creditor had requested the score.
[bookmark: _Toc179440840]Regulatory Proposal
The ministry is proposing to identify Equifax and TransUnion as the only prescribed consumer reporting agencies for the purposes of generating and disclosing consumer scores because they are the largest consumer reporting agencies in Ontario. Quebec’s consumer reporting regime also designates Equifax and TransUnion for the purposes of disclosing a consumer score to a consumer upon request.
All consumer reporting agencies will be required to disclose consumer reports electronically, via telecommunication and by mail.
Question 6: Do you agree with the proposed approach that only Equifax and TransUnion should be required to provide consumer scores?  
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440841]Security Freezes
The amendments to the Act, once in force, would require prescribed consumer reporting agencies to place, suspend or terminate a security freeze on a consumer’s file if requested by the consumer. Several regulatory provisions must be developed to support these new requirements.
If a consumer places a security freeze on their file, the consumer reporting agency shall not disclose any credit information, personal information, or consumer scores to any person for the purposes of:
a) Entering into a new credit agreement
b) Increasing credit under an existing credit agreement
c) Entering into a mortgage for real property
d) Entering into a motor vehicle lease
e) Entering into an agreement or a transaction of a prescribed type.
If a consumer wishes to terminate or suspend a security freeze to apply for an increase of their line of credit, the termination or suspension would allow any creditor to access the consumer’s file, not only the financial institution that is determining whether to increase the consumer’s line of credit. In the case of a suspension, any creditor would have access to the file for the duration of the suspension. 
A security freeze is intended to help protect against the harms of identity theft. Included below are proposals to support the implementation of the security freeze provisions. There is currently no intention to prescribe additional purposes for which a security freeze may apply.
[bookmark: _Hlk177454960][bookmark: _Toc179440842]Placing or Suspending a Security Freeze – Deadlines
Setting out how a consumer can request a security freeze and how quickly a prescribed consumer reporting agency must put the security freeze in place is important. 
When requesting to place, suspend, or terminate a security freeze, the Act, once in force, would require that consumers submit to the agency:
a) a request, noting whether the consumer is requesting to place, suspend or terminate a freeze; 
b) the identification information required by the agency; and,
c) if suspending a freeze, the duration of the requested suspension.
Consumers would be able to make their request over the phone, by mail or electronically. 
[bookmark: _Toc179440843]Regulatory Proposal
Once a consumer requests a security freeze placement or suspension electronically, the ministry is proposing that a prescribed consumer reporting agency would be required to place or suspend the security freeze on or before the day that is two business days after the consumer provides the required documentation and identification. 
Once a consumer requests a security freeze placement or suspension by mail or over the phone, the ministry is proposing that a prescribed consumer reporting agency would be required to place or suspend a security freeze within five business days after the agency receives the consumer’s request and required documentation and identification.
This provides consumers with a precise, legal standard by which prescribed consumer reporting agencies must place or suspend a security freeze, while offering sufficient time for agencies to action the consumer’s request.
Question 7: Are there any concerns with the proposed number of business days for placing or suspending a security freeze following a consumer request? 
☐ Yes
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440844]Temporary Exemption to Suspend a Security Freeze
The purpose of a suspension of a security freeze, in contrast to the placement and termination of a security freeze, is to allow a consumer to “temporarily” remove the freeze for a specific duration of time before it automatically reapplies. If a consumer has a security freeze in place, yet wishes to apply for new credit, consumers may suspend their security freeze to allow the creditor access to their credit file for a certain amount of days, weeks, or months (as requested by the consumer) before the freeze is reinstated. It is important to note that while a security freeze is suspended, any credit grantor may access the consumer’s information.
Security freeze suspensions are intended to enhance consumer choice. In situations where a consumer wishes to maintain the protection offered by a security freeze yet is hoping to apply for credit (e.g., to purchase a new vehicle), they may request that their consumer file be available for a specific duration of time so that the creditor(s) can get the information necessary to determine the consumer’s creditworthiness. 
The ministry has heard from stakeholders that security freeze placement and termination requirements can be operationalized and implemented sooner than the suspension requirements. 
[bookmark: _Toc179440845]Regulatory Proposal
The ministry is proposing to provide prescribed consumer reporting agencies a temporary exemption from the requirements to suspend a security freeze. This would give prescribed consumer reporting agencies additional time to make the technical and operational changes needed to prepare for security freeze suspension provisions to come into force. The time-limited exemption would apply for one year after the Act comes into force. Once that year is over, the temporary exemption would automatically expire, and prescribed consumer reporting agencies would be required to offer security freeze suspensions to comply with the Act.
Question 8:  Do you have any concerns with this approach?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440846]Public Information Requirements – Security Freezes
The Act requires that prescribed consumer reporting agencies publish information on their websites regarding alerts and security freezes. This includes:
· A description of alerts and their implications
· A description of security freezes and their implications
· Information respecting how a consumer may request an alert or security freeze
· Information respecting how a consumer may remove an alert and terminate a security freeze.
The ministry may also prescribe other information in regulation that a prescribed agency must publish respecting consumer alerts and security freezes, including suspensions.
[bookmark: _Toc179440847]Regulatory Proposal
In addition to the public information requirements set out under the Act, the ministry is proposing that prescribed consumer reporting agencies publish information on their websites that disclose:
· The length of time an alert or security freeze remains on a consumer file. 
· The purposes under which a consumer’s information will not be disclosed when a security freeze is in place as well as purposes under which a consumer’s information would continue to be disclosed (e.g., for on-going monitoring purposes on existing credit agreements).
These additional public information requirements will support consumers’ understanding when deciding whether to place an alert or security freeze.
Question 9: Is there other information that prescribed consumer reporting agencies should publish on their websites about alerts or security freezes? 
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 10: Are there any concerns that agencies have about providing this information on their websites?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440848]In-Force Date
The Act requires regulations to support the implementation of the amendments. 
[bookmark: _Toc179440849]Regulatory Proposal
The ministry is proposing that the amendments to the Act would come into force on January 1, 2026. This would provide sufficient time for consumer reporting agencies to come into compliance with the new provisions, including working with credit grantors and other stakeholders to support the implementation of the new requirements. 
The proposed temporary exemption for prescribed consumer reporting agencies to provide security freeze suspensions would automatically expire under the Act on January 1, 2027. 
Question 11: Do you have any concerns with the proposed date that the amendments and supporting regulations would come into force? 
☐ Yes 
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440850]Next Steps
When this consultation period closes, the feedback from the consultation will be reviewed and analyzed. Revisions to the ministry’s proposals will be considered and regulations will be finalized, subject to approvals.
As mentioned above, the ministry is proposing that these regulations, if approved, and the associated legislative changes to the Act, if proclaimed, would come into force on January 1, 2026. The proposed temporary exemption for prescribed consumer reporting agencies to provide security freeze suspensions would automatically expire on January 1, 2027. 
Question 12: 
· As a consumer, do you have any additional comments or concerns with the above proposals? Are there other items of consideration that you would like to inform the ministry about?
· As a business,
a) Are there any upfront or ongoing operational costs associated with compliance with any of the regulatory proposals such as purchasing new equipment, making technological improvements, additional labour costs, hours spent in delivering and receiving training/education, or other costs? If yes, please explain.
b) Are there any administrative costs associated with compliance with any of the regulatory proposals such as time spent learning about the regulatory proposals, or any other administrative costs to comply? If yes, please explain.
c) Are there any potential cost savings or benefits associated with any of the regulatory proposals? If yes, please explain.
d) Do you have any additional comments or concerns with the proposals? Are there other items of consideration that you would like to inform the ministry about?
☐ Yes 
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440851]Glossary
Consumer Reporting Agency means a person or organization that furnishes consumer reports for gain or profit, or on a regular co-operative non-profit basis.
Consumer Report means a written, oral, or other communication by a consumer reporting agency of credit information or personal information, or both, pertaining to a consumer for consideration in connection with the extension of credit, a tenancy agreement, employment purposes or insurance, among other reasons.  
Consumer Score means a score, grade or value assigned to a consumer that is generated from information about the consumer maintained by a consumer reporting agency. 
Prescribed Consumer Reporting Agency is in reference to the ministry’s proposal to designate Equifax and TransUnion as the only agencies required to comply with consumer score (s.12 (4) and s.12.0.1), security freeze (s.12.4) and public information requirements (12.5).
Security Freeze means that a consumer reporting agency must not disclose any information about the consumer to creditors for the purposes listed under unproclaimed s.12.4 (2) of the Consumer Reporting Act while the freeze is in place. 


[bookmark: _Toc179440852]Appendix A – Consultation Questions
[bookmark: _Toc179440853]Requesting a Consumer Report or Score 
Question 1: Do you have any concerns with the timelines? 
☐ Yes
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 2: All consumer reporting agencies registered under the Act will be required to provide consumer reports electronically. Do you have any concerns about identity confirmation and the sharing of credit information electronically? 
☐ Yes
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440854]Additional Consumer Reports or Scores 
Question 3: Do you have any concerns with the proposed $5 fee for each additional consumer request for electronic reports or reports and scores (over and above the free once-per-month electronic and twice-per-year non-electronic report or report and score requests)?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440855]Public Information on Consumer Scores
Question 4: Do you think requiring prescribed consumer reporting agencies to publish information pertaining to consumer scores on their websites will be useful to consumers? Is there other information that prescribed consumer reporting agencies should publish on their websites about consumer scores?
☐ Yes 
☐ No  
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 5: Are there any concerns that agencies have about providing this information on their websites?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440856]Consumer Scores   
Question 6: Do you agree with the proposed approach that only Equifax and TransUnion should be required to provide consumer scores?  
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440857]Placing or Suspending a Security Freeze – Deadlines
Question 7: Are there any concerns with the proposed number of business days for placing or suspending a security freeze following a consumer request? 
☐ Yes
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Agency_Fees_to][bookmark: _Toc179440858]Temporary Exemption to Suspend a Security Freeze
Question 8:  Do you have any concerns with this approach?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440859]Public Information Requirements – Security Freezes
Question 9: Is there other information that prescribed consumer reporting agencies should publish on their websites about alerts or security freezes? 
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
Question 10: Are there any concerns that agencies have about providing this information on their websites?
☐ Yes 
☐ No 
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440860]In-Force Date
Question 11: Do you have any concerns with the proposed date that the amendments and supporting regulations would come into force? 
☐ Yes 
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
[bookmark: _Toc179440861]General
Question 12: 
· As a consumer, do you have any additional comments or concerns with the above proposals? Are there other items of consideration that you would like to inform the ministry about?
· As a business,
a) Are there any upfront or ongoing operational costs associated with compliance with any of the regulatory proposals such as purchasing new equipment, making technological improvements, additional labour costs, hours spent in delivering and receiving training/education, or other costs? If yes, please explain.
b) Are there any administrative costs associated with compliance with any of the regulatory proposals such as time spent learning about the regulatory proposals, or any other administrative costs to comply? If yes, please explain.
c) Are there any potential cost savings or benefits associated with any of the regulatory proposals? If yes, please explain.
d) Do you have any additional comments or concerns with the proposals? Are there other items of consideration that you would like to inform the ministry about?
☐ Yes 
☐ No
Explanation and Additional Comments:
You may enter any explanation and additional comments here
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